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Abstract

A significant portion of the Internet’s critical infrastructure relies
on the precise implementation of network protocols, yet bridging
the gap between formal verification and applied network engineer-
ing remains a challenge. In this paper, we present a case study
in implementing and formally verifying a parser for the MQTT
5.0 protocol using Lean 4. Our approach includes three compo-
nents: (I) correct-by-construction modeling of the packet format,
leveraging dependent types to preclude invalid packets and encode
data-dependent structural variations; (II) a layered, proof-carrying
parser library utilizing state monads to process inputs whose exact
layout depends on runtime parsed values; and (III) formal verifica-
tion of parser completeness (roundtrip) and soundness (reconstruc-
tion) with respect to a serializer. Ultimately, this work serves as a
foundational step toward a generalized, embedded domain-specific
language for generating verified network protocol parsers.
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1 Introduction

Formal methods (FM), including formal specification and verifica-
tion, have seen rising adoption as critical services increasingly rely
on complex computer networks. One area directly benefiting from
FM is network protocol specification. As online services expand
into novel fields [3], researchers must prioritize the correctness of
network-operating programs.

The Message Queuing Telemetry Transport (MQTT) protocol [2],
ubiquitous in IoT for its lightweight footprint, is an ideal non-trivial
case study to explore this intersection. Its client/server publish-
subscribe architecture is simple enough for verification experiments,
yet sufficiently complex to avoid being a mere toy example.

Tools such as Lean 4 [10] serve as both interactive theorem
provers and general-purpose programming languages. This allows
developers to formalize specifications, prove properties, and write
programs within a single environment. Its metaprogramming ca-
pabilities enable complex compile-time generation and automated
proofs, uniting FM with practical software engineering.

Our work contributes to bridging the gap between FM and com-
munication protocol research using Lean 4. We formalize part of the
official MQTT v5.0 specification [2], implement a serializer and a
parser, and prove that the parser is sound and complete with respect
to the serializer. To accomplish this, we propose three components:
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C1. Correct-by-construction modeling of MQTT packets,
C2. Implementation of a serialization and parsing library,
C3. Formal verification of parser roundtrip and reconstruction.

We tackle C1 using dependent types to reject the construction of
invalid packets and to encode the structural variations in data based
on values known only at runtime. C2 consists of a layered parser
combinator library based on the state transformer and option mon-
ads, utilizing a set of primitives to compositionally build serializers
and parsers. Finally, C3 leverages the compositional nature of our li-
brary to prove two core properties for each data structure: roundtrip
(completeness), ensuring that parsing a serialized structure success-
fully recovers the original data, and reconstruction (soundness),
ensuring that any successfully parsed stream corresponds exactly
to the serialization of the resulting data structure.

In this preliminary phase of the project, we have implemented
and verified most of components C1, C2, and C3 for the fixed and
variable headers of MQTT control packets, leaving payloads as
future work. The central contribution of this work is demonstrating
how the structural compositionality of both the parser primitives
and their corresponding proofs allows verification to scale up the
protocol hierarchy. This provides a clear path toward an embedded
domain-specific language (eDSL) for generating verified network
protocol parsers natively in Lean 4.

2 Background: MQTT

Assuming network packets are correctly parsed, protocol semantics
define the meaning of messages and state transitions. Our focus,
however, is strictly on MQTT’s syntax, which is the packet format
defining which bytes represent each logical component of the pro-
tocol, and how they structurally depend on one another. As defined
by the official specification [2], MQTT clients and servers share a
packet format composed of three parts: a fixed header, a variable
header, and a payload. Each part is built from fundamental building
blocks, which we call primitives. Notably, the structural layout of
the variable header and payload depends heavily on which of the
15 control packet types (e.g., CONNECT, PUBLISH, SUBSCRIBE, ...) is
being transmitted. Thus, the shape of a packet is affected by the
values present in the fixed header.

2.1 Primitives

Packets are constructed from a standardized set of fixed bit se-
quences and base data primitives. These include standard 8-bit,
16-bit, and 32-bit unsigned integers, alongside variable-byte inte-
gers (VBIs) that compress values into one to four bytes to maintain
a light footprint. Dynamically sized data, such as topic names or
authentication payloads, are encoded using length-prefixed UTF-8
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strings, length-prefixed binary data, and string pairs. Because all
higher-level packet components are composed entirely of these
base types, formally specifying their exact bounds and wire layouts
is the foundation of our correct-by-construction modeling.

2.2 Fixed Header

Fixed headers share a common, rigid structure (Table 1) consisting
of 4 bits defining the packet type, 4 bits for type-specific flags, and
a VBI encoding the remaining length of the packet. Most packet
types have constant flag values. A notable exception is the PUBLISH
packet, which we use as a running example in future sections. The
PUBLISH fixed header contains 1-bit flags DUP and RETAIN, and the
2-bit QoS (Quality of Service) flag, which dynamically alters the
required layout of the subsequent variable header.

Table 1: MQTT 5.0 fixed header structure.

Byte Bits 7-4 Bits 3-0

1 Packet Type Type-Specific Flags
2-5 Remaining Length

2.3 Variable Headers

The structure of a variable header is completely dependent on
the packet type parsed from the fixed header, with a total of 15
variations. Each variation is constructed from the primitives, with
some containing a list of properties. This list is prefixed by its total
byte size as a VBI, followed by individual properties consisting of
an identifier and a primitive whose type depends on the identifier.

Because variable headers rely on data parsed at runtime, their
verification requires context-sensitive handling. For instance, a
PUBLISH variable header contains a topic name string, a property
list, and a packet identifier. Crucially, the packet identifier is only
present if QoS > 0.

3 C1: Correct-by-construction modeling

To model MQTT packets correctly-by-construction, we leverage
Lean’s dependent type system. By encoding invariants directly into
type definitions, we make it impossible to instantiate invalid packet
structures, moving the burden of structural correctness to the type
checker.

3.1 Primitives

While standard types such as UInt8 and String are provided by Lean,
MQTT requires custom primitives. For instance, the VBI (VarInt)
is strictly limited to 4 bytes. Since it must be a natural number less
than 228, we define it as abbrev VarInt := Fin 268435456, ensuring
no out-of-bounds value can exist.

Similarly, length-prefixed structures appear throughout the pro-
tocol (e.g., strings, binary data, property lists). To systematically
reason about the physical wire footprint of any parsed data struc-
ture, we introduce a GetByteSize type class providing a computable
byteSize function. We use it to abstract length-prefixed structures
by defining a dependent record WithByteSize a lenTyp. Thisrecord
pairs a value of type « with a length of type lenTyp, alongside a
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proof that the length matches the exact byte footprint of the serial-
ized value. This prevents malformed length prefixes.

We also define combinator primitives to encode structural invari-
ants not explicitly written in the specification. We define OptType for
conditionally present fields, SizedList for complex length-prefixed
structures, and ConstVal to enforce that a parsed value exactly
matches a specification-defined constant:

abbrev OptType (a : Type) (b :
cond b a Unit

abbrev SizedList (a lenTyp : Type) [GetByteSize «] [...] :=
WithByteSize (List a) lenTyp

abbrev ConstVal (a : Type) (expected : «) : Type :=

{ val : a // val = expected }

Bool) : Type :=

Finally, to capture highly specific conformance rules, we intro-
duce a generalized PredType. This restricts a type to values that
satisfy a dynamically generated list of predicates. We define these
predicates as Conditions, which bundle a computable decision pro-
cedure with a textual description to facilitate debugging:

abbrev PredType (a : Type)
(gen : a — List Condition) : Type :=
{val : ¢ // V c € gen val, c.prop }

Additionally, to automate the boilerplate between protocol enu-
merations and Lean inductive types, we implemented a macro
enum_with_codec. It pairs variations of a simple inductive type to a
base type, automatically generating encode and decode? functions.

3.2 Fixed Header

To model the fixed header, we must guarantee that the 4-bit flag
field strictly adheres to the rules dictated by the 4-bit packet type.
The packet type is encoded as the inductive enumeration PktKind,
pairing each variation with a BitVec 4 using our enum_with_codec
macro. For 14 out of the 15 control packets, the MQTT specification
requires the flags to be fixed, reserved constants (e.g., 00000 for
CONNECT, @b0@10 for PUBREL, ...). To model flags, we map each PktKind
to a dependent type family PktFlags : PktKind — Type. For types
with constant flags, this evaluates to a ConstVal bit vector. For
PUBLISH, it evaluates to a structure containing the DUP, QoS, and
RETAIN fields:

enum_with_codec PktKind : BitVec 4 where

| connect => 1 | connack => 2 | publish => 3 | ...
def PktFlags : PktKind — Type

| .connect => ConstVal (BitVec 4) (0b0000)

| .publish => PublishFlags | ...

structure FixedHeader where
kind : PktKind
flags : PktFlags kind
remaining_len : VarInt

The remaining_len field introduces a right-to-left dependency,
as its correctness relies on the byte footprint of the components
that follow it. To enforce this global property, we assemble the
components into a RawPacket type, then wrap it with a PredType
to form the final, verified Packet type. We construct the constraint
using our ensure! macro, which automatically captures the Lean
expression as a string literal to provide readable debugging context:
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structure RawPacket where
fh : FixedHeader
vh : VarHeader fh
pl : Payload
abbrev Packet := PredType RawPacket fun p =>
[ensure! p.vh.byteSize + p.pl.byteSize =
p.fh.remaining_len.val]

3.3 Variable Headers

We extend this dependency chain to the variable headers. Because
the layout of a variable header is entirely dictated by the fixed
header, we define a type-level function VarHeader.getType that
maps a packet’s kind and flags to its specific Lean structure (e.g.,
Var_Connect, Var_Publish, ...).

This approach forces context-sensitive validation into the type
signatures of the specific header structures. Returning to the PUBLISH
example, the variable header must account for the Qos flag parsed
in the fixed header to determine if a packet identifier is present.
Using the OptType primitive defined earlier, we model this as:

structure Var_Publish (qos :
topic_name : Str

: OptType UInt16 (qos.val > @)

props : Properties

QoSBits) where

packet_id

We model the list of properties as SizedList Property VarlInt,
and a property itself is a dependent pair of its identifier id and an
application of Property.valType id, which dependently chooses a
type based on the id.

def Property.getKind : VarInt — Property.Kind
| 1123 ] ...=>.u8 |19 |34 ] ...=>.ul6 | ...
abbrev Property.typeOfKind : Property.Kind — Type
| .u8 => UInt8 | .ul6 => UInt16 | ...
abbrev Property.valType (id : VarInt) : Type :=
Property.typeOfKind (getKind id)

4 C2:Parser Library

To transform our packets to and from byte streams, we implement
a layered serialization and parser combinator library. The core
engine of this library is the Parser monad, which is a simple state
transformer over lists of bytes returning optional parsed values:

abbrev Parser (a : Type) := StateT (List UInt8) Option «

We chose to parse over Lists instead of ByteArrays to greatly
simplify the inductive proofs. While this trades raw execution speed
for proof tractability, it allows the library to serve as a formally
verified executable specification. As future work, we plan to extend
our parsers to feature custom error messages and array parsing.
Our strategy is to implement performant array parsers and prove
their semantic equivalence to the list counterparts, leveraging the
proofs already established in Section 5.

4.1 Primitives

While basic primitives such as the unsigned integers are parsed
using straightforward monadic sequences, length-prefixed struc-
tures pose a specific challenge in proving the correctness of the
size, as well as parser termination. This is simpler to deal with
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on length-prefixed strings and binary data: our library supplies
a proof-carrying bytesWithProof function, returning a dependent
sum containing the parsed value and a proof of its size.

Lists of properties are harder to deal with, as they logically
contain multiple Property instances but are prefixed by the total
byte size. We isolate a list’s full sequence into a bounded sub-stream
using bytesWithProof, then parse sub-items recursively. However,
we need to guarantee that the sum of sub-items is correct and this
process terminates.

We achieve this by introducing the ChunkItem « type class for
parseable list elements, required by the SizedList type. The class
bundles two crucial proofs: h_pos, which guarantees that an ele-
ment’s byte size is strictly greater than zero, and h_consumed, which
proves that successfully parsing the element advances the input
stream by exactly that size:

class ChunkItem (a : Type) [GetByteSize al ... where
h_pos : V (a : @), @ < GetByteSize.byteSize a
h_consumed : V {a : a} {input rest : List UInt8},
parser.run input = some (a, rest) —
input.length = GetByteSize.byteSize a + rest.length

Using these invariants, we implement ChunkItem. parseChunkLoop,
recursively extracting items from the isolated byte chunk until it is
empty. These invariants guarantee that the sum of sub-item sizes is
correct, and they are also fed to the termination checker to ensure
totality. Similarly, parsing VarInts requires recursive functions that
accumulate proofs for correctness-by-construction and termination.

Standard primitives implement a Codec type class to provide base
serializers and parsers. To parse our combinator primitives, such as
ConstVal and PredType, we extract the underlying value and eval-
uate its required predicates using Lean’s if expressions. Because
these conditions are backed by computable decision procedures, a
successful evaluation automatically produces the proof required to
instantiate the dependent type.

The takeaway is that we concentrate complexity in serializing
and parsing primitives, then compose these functions to easily rep-
resent higher abstractions. Thus, the actual packet parser consists
of a sequence of simple calls to parser primitives.

4.2 Fixed Header

The advantage of concentrating complexity within the primitives
becomes apparent when parsing headers. For the fixed header, the
parser must extract the first byte, split it into two 4-bit vectors, and
instantiate the dependent types defined in Section 3.2.

def FixedHeader.parser : Parser FixedHeader := do

let byte « UInt8.parser

let bv := byte.toBitVec

let kind <« PktKind.decode? (bv.extractLsb 7 4)

let flags « PktFlags.decode? kind (bv.extractLsb 3 0)
let size « VarlInt.parser

return { kind, flags, size }

We treat PktKind and PktFlags as subcomponents, with decoders
implemented by macros. Crucially, PktFlags.decode? explicitly de-
pends on the runtime value of kind. Because we operate within the
Parser monad, any invalid bit combination silently short-circuits
the execution, safely propagating failure.
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4.3 Variable Header

The library dynamically dispatches to the correct variable header
parser based on the packet kind. We implement a parserValue func-
tion that pattern matches the fixed header’s type and flags, then
selects the corresponding parser whose return type is defined by
VarHeader . getType. For our running example, the PUBLISH variable
header parser receives the Qos flags parsed from the fixed header:

def Var_Publish.parser (qos : QoSBits) :
Parser (Var_Publish qos) := do
let topic_name « Str.parser
let packet_id <« OptType.parser (gos.val > 0)
let props « Properties.parser
return { topic_name, packet_id, props }

Note that Lean’s type inference guarantees that packet_id is
of the correct type, and that no boolean expression other than
gos.val > @ is allowed for the optional parsing condition.

5 C3: Formal Verification

For each data structure T and byte stream BS, we define a serializer
ser: T — BSand a parser par : BS — Option(T X BS). To guarantee
correctness, we formalize and prove two core properties for every
component, equivalent to completeness and soundness:

THEOREM 5.1 (ROUNDTRIP). For any valued : T and remainder
stream r : BS, parsing the serialization of d concatenated with r
perfectly recovers d and leaves r untouched:

par(ser(d) ® r) = some(d, r)

THEOREM 5.2 (RECONSTRUCTION). For any valued : T and byte
streams s, r : BS, if parsing s succeeds and yields d with remainderr,
then s must be exactly the serialization of d concatenated with r:

par(s) = some(d,r) —» s =ser(d) ®r

Alternatively, these theorems establish that the parser is a left-
inverse of the serializer, and the serializer is a right-inverse of
the parser. Consequently, the proven correctness of the parser is
relative to the serializer, rather than an absolute guarantee of con-
formance to the MQTT 5.0 specification [2]. This is mitigated by our
correct-by-construction modeling: trivial parser implementations
are precluded due to strict proof obligations. Still, if the serializer’s
implementation deviates from the standard, the parser proofs alone
provide limited protocol-level guarantees. To bridge this gap be-
tween internal consistency and external protocol correctness, we
must ensure that the data structures and serialization logic accu-
rately reflect the MQTT standard. We measure and quantify this
process through the specification’s official conformance statements,
as evaluated in Section 6.

5.1 Primitives

The complexity of the proofs is constrained to the primitives and
monadic combinators. For each primitive, we evaluate expressions
up to parsing, then perform theory-specific reasoning. To facilitate
proof composition, we developed custom tactics (Lean metapro-
grams) and proved core theorems for monadic parsing.

Unsigned integer proofs are automated by the bv_decide tactic.
String proofs require reasoning about UTF-8 alongside ByteArray
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and List transformations, which are only partially supported by
the Lean standard library. Length-prefixed primitives introduce the
challenge of ensuring the size proofs carried by the parsers remain
consistent throughout execution.

VBIs require extensive proofs due to recursive modulo arith-
metic. Because the VBI size is strictly bounded to 4 bytes, we verify
its correctness via finite function unrolling rather than induction,
which would otherwise struggle with the bounded bit-shift seman-
tics. To handle heavy type coercions from bit-vectors and bounded
numbers to the naturals, we developed custom tactics natify_uint8
and crush_lits to map values to Nat. Specifically, natify_uint8 tra-
verses a proof state, rewriting values of type UInt8 to Nat while
adding restriction lemmas, such as an exclusive upper bound of 256.
Similarly, crush_lits traverses expressions in the goal state that
result in Nat (usually, transformations over Fin), forcing them into
a closed literal, if possible. Both tactics work together to produce
simpler proof states with linear modulo arithmetic. These states
are then solved using the omega tactic, based on the omega test
for Presburger arithmetic [11]. Notably, formalization uncovered
a bug in our original VBI parser: failing to check VBI canonicity
invalidates reconstruction.

Finally, parametric types such as OptType and SizedList depend
on the proofs of their parameters. While optional types are trivial,
sized lists are not, requiring the ChunkItem type class to guaran-
tee totality and exact byte consumption. Ultimately, most valid
primitives instantiate the LawfulCodec type class, which groups the
roundtrip and reconstruction properties:

class LawfulCodec (a : Type) [c : Codec al where
roundtrip : V (a : a) {rest : List UInt8},
c.parser.run (c.serialize a ++ rest) = some (a, rest)
reconstruct : V {a : a} {input rest : List UInt8},
c.parser.run input = some (a, rest) —
input = c.serialize a ++ rest

Furthermore, to satisfy the correct-by-construction size bounds
discussed in Section 3.2, primitives and packet components must
prove that their serialized length exactly matches their computed
footprint. We guarantee this through the LawfulByteSize type class:

class LawfulByteSize (a : Type)
[c : Codec a] [s : GetByteSize a] where
serialize_len :
V (a : a), (c.serialize a).length = s.byteSize a

Composing base theorems uses two strategies: backward proofs
for roundtrips (rewriting goals to match assumptions) and for-
ward proofs for reconstruction (combining hypotheses to satisfy
goals). Roundtrip proofs are straightforward simplifications utiliz-
ing primitive theorems. Reconstruction, however, requires breaking
a successful monadic bind hypothesis into intermediate states. To
automate this, we proved core Parser theorems (bind_run_success
and pure_run_success) and developed custom tactic macros. The
step_parser tactic automatically isolates the next parser in the
sequence, extracts its success hypothesis, and extracts the inter-
mediate input state. Finally, finish_parser completes the monadic
unrolling by extracting the final state equivalence, eliminating the
manual tracking of byte streams across the monadic chain.
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5.2 Headers

As seen in Section 4.2, FixedHeader . parser parses a byte and a VBI,
then performs bit operations to extract the type and flags. We di-
rectly use the LawfulCodec primitive proofs, but dealing with bit
vectors requires more care. We prove roundtrip and reconstruc-
tion for PktKind and PktFlags using bv_decide, then compose all
primitives to finalize the fixed header.

The verification of the variable headers demonstrates the pri-
mary advantage of our compositional approach. Because all logical
complexity (bounded recursion, monadic state unrolling, bounds
checking, etc) is isolated and proven within the base primitives,
verifying the variable headers requires almost no custom logic.

Similar to our parser dispatcher, we define roundtrip_value and
reconstruct_value functions that pattern match the fixed header
and dispatch the proofs to the specific header variations, collapsing
the proof into simple structural rewriting. Roundtrip proofs are
resolved by consecutive simplifier (simp) calls utilizing the primitive
theorems. Reconstruction proofs apply our step_parser tactic to
deconstruct the monadic binds, sequentially substituting the recon-
structed primitives into the proof state. For instance, the PUBLISH
roundtrip and reconstruction proofs simply follow this strategy,
applying the primitive proofs for Str, OptType, and Properties. This
demonstrates that by isolating invariant proofs in the primitives,
our verification architecture scales cleanly up the protocol hierar-
chy without proof state explosion. While this final process is still
manual, we plan on fully automating the proofs for each composite
type built using our primitives.

6 Evaluation

We evaluate this work on proof scalability and protocol confor-
mance. Structurally, our architecture prevents proof state explosion.
By isolating theory-specific reasoning within base primitives and
custom tactics, verifying composite packets simplifies to straightfor-
ward rewriting sequences. Our preliminary results show a roughly
1:1 ratio of non-proof to proof lines, a baseline we aim to reduce in
further work via complete automation of proofs regarding compos-
ite structures built with our primitives.

We measure correctness against the MQTT 5.0 specification
[2] using its 251 mandatory conformance statements. We manu-
ally classified each statement as syntax-related, semantic-related,
or other.! For this preliminary phase, we defined “syntax-related”
as strictly packet-local constraints independent of external state
(e.g., client/server roles or previous packets), though future work
may expand this scope. Of the 68 syntax-related statements identi-
fied, our implementation formally satisfies 34, covering fixed and
variable headers. The remaining statements largely include unim-
plemented payloads or complex edge cases postponed to future
work. This baseline confirms our primitives capture real-world in-
variants without breaking the verification pipeline, establishing a
viable trajectory toward full specification conformance.

Much of the protocol’s behavior resides solely in the specifica-
tion’s natural language prose. Translating full English specifications
into formal models remains a challenge beyond our current scope,
though we view large language model (LLM) pipelines as a promis-
ing avenue for future automated formalization and validation.

10ur classification is available in the provided artifact.
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7 Related Work

A substantial body of work exists on the verification of MQTT
semantics [1, 8, 9, 15, 17]. To the best of our knowledge, there is no
existing work specifically on verified parsing of MQTT’s syntax.
The generation of bidirectional parsers is also a widely researched
field [5, 13, 14].

Considering verified binary format parsers, a prominent effort is
Narcissus [6], a framework developed in the Rocq Prover (formerly
Coq) to automatically derive correct-by-construction encoders and
decoders from relational format specifications. Similarly, the Ever-
parse project [12, 16] uses F* to generate formally verified binary
parsers in C from high-level specifications, and Vest [4] utilizes the
Verus toolkit to accomplish a similar goal in Rust.

Our work diverges from EverParse and Vest by eliminating the
division between specification and implementation languages. By
unifying the packet model, parser, and proofs directly within Lean
4 without code extraction, we maintain a tight coupling between
syntax and semantics, enabling end-to-end protocol verification.
Furthermore, our work differs from Narcissus in its target domain:
while the original Narcissus paper focused on the relatively static
layout of lower-level TCP/IP stack protocols, our work tackles the
dynamic, application-layer protocol MQTT. While currently at an
earlier stage of maturity than these established frameworks, our
approach demonstrates a viable foundation for native protocol
formalization in Lean 4.

8 Conclusion and Future Work

In this paper, we presented the foundational architecture of a for-
mally verified parser for the MQTT 5.0 protocol in Lean 4 to help
bring FM and network protocols closer together. By combining
correct-by-construction modeling with a monadic parser combi-
nator library, we demonstrated how runtime-dependent structural
variations can be safely encoded using dependent types. Addition-
ally, our compositional proofs of completeness and soundness show
that verification can scale up the protocol hierarchy without proof
state explosion. In practice, this verified parser can serve as an
executable specification to validate a highly optimized implementa-
tion in another language through differential and property-based
testing, following a verification-guided development approach [7].
While our current implementation covers most of the fixed and
variable headers of MQTT control packets, future work will extend
this library to payloads, custom error handling, and array parsing.
Ultimately, the structural compositionality of our parser primitives
serves as the foundation for an embedded domain-specific language
(eDSL). This eDSL will utilize Lean 4’s metaprogramming capabil-
ities to automatically generate correct-by-construction network
parsers directly from high-level specifications, bridging the gap
between formal methods and applied network engineering.

Artifact Availability

The Lean 4 source code, proofs, and build instructions for the parser
presented in this paper are publicly available on Zenodo with the
Apache 2.0 license at https://doi.org/10.5281/zenodo.22181982.
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